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«Me, Myself, and I»

What might go
wrong ?!121?!

Matteo Matteucci, PhD
Full Professor

Dept. of Electronics, Information &
Bioengineering
Politecnico di Milano

matteo.matteucci@polimi.it

My research interests Courses | teach

» Robotics & Autonomous Systems Robotics (BS+MS)

* Machine Learning * Machine Learning (MS)

« Pattern Recognition » Deep Learning (MS+PhD)
« Computer Vision & Perception « Cognitive Robotics (MS)

Enable physical and software autonomous systems to perceive, plan, and act
without human intervention in the real world
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Al BECOMES ADVANCED Al BECOMES SELF-AWARE
ENOUGH TO (ONTROL UNSTOPPABLE AND REBELS AGAINST
NOW  SWARMS OF KILER ROBOTS HMPN ONTROL 272
N —\ _.-"' 1"---—l“’.--..;,_______.4-/
THE PART LOTS OF PEOPLE
SEEM TO LJORRY ABOUT
THE PART I LIORRY ABOUT

https://imgs.xkcd.com/comics/robot_future.png

(777 POLITECNICO MILANO 1863



£ worries oo 11

Trustworthy Al
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EU worries too !l

Framework for Trustworthy Al

~ ‘ Trustworthy Al
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7 key I'EC]U | rem entS E (not dealt with in this document)
£ =
for ethical Al:
- fati . 4 Ethical Principles + Respect for human autonomy
Human agency and oversight ?_:J F BEE Ty « Prevention of haim
: < Adhere to ethical principles based on Adknowledge and address tensions - Faimess
Technically robustness & safe T fund L rights I Sem - Explicability
Privacy and data governance
Transparency .
Diversity, non-discrimination and fairness _ . Human and oversight
Realisation of Trustworthy Al 7 Key Requirements l i
Societal and environmental wellbeing ybSChEcAl FRRISIESS: ! Sartety
Implement the key requirements Evaluate and address these continuously + Privacy and data govemance
Accountable = throughout the Al system’s life cydle - Transparency
a i + Diversity, non-discrimination and
. . - faimess
Will your algorithms pass the test? & e e
Create Al humans can trust. S - Accountabity
#tAl #Artificialintelligence
:’ Assessment of Trustworthy Al Trustworthy Al Assessment List
o
% Operationalise the key requirements Tailor this to the spedific Al application
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Why is this a big concern?
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“The enormous data that companies feed into
Al-driven algorithms are susceptible to data

breaches as well , ==
How Companies Learn Your Secrets T

- -
Girl Was Pregnant Before Her
Andrew Pole had just started working as a .
statistician tor Target in 2002, when two Fa t her D.d
colleagues from the marketing department
stopped by his desk to ask an odd question: "Tf

o w Avts Sendt v Crre g b ot Procksr
we wanted to figure out if a customer is ot 84 rves Sve Asel any of Banse
pregnant, even if she didn't want us to know. can s - Tawe drtale w g n ot
you do that? T N 3]
D e R I e e I 4 o] [y
Pole has a master’s degree in statistics and Lirgrl Se snacgin has e ma) ond e Ve m
another in economics, and has been obsessed Gte et B Suy W o wead, - Sgum * b oo b

N 4 g Nre s by b
with the intersection of data and human o opanyd - - vy it

behavior mogt of his life. His parents were
teachers in North Dakot d while other kids
were going to 4-H, Pole was doing algebra and

bk v ese et b | g Gl e bl s wr vy sk 48
A (; o Pt GOTaE § P bove ip on @
hades Tudhyyg saellmn v B Yow (irh T R ET O MR B hs s |y

Lt Y Taget i 1o b puttvitis % \»

# Bt (rein) Buenent Sl By Pury e

3 N4 JEX e 2 Stereo! .x ol Se - -
writing compriter programs. “Th \er-'(tv\peulla e ad vyl = pery ot & Sinee S & Vs e 8o b Soashi
math nerd is true,” he told me when I spoke with " e, v it v, 1o i 1 Tt it Addovw o - - | brban ) B e
him last year. "1 kind of like going out and e R Targt Oncibad onf A0 (ot ofl o sunammentions — Wt e Ceos T
evangelizing analytics.” o rewsarery o wrgursbog banele 4 3w T swtgne AT (08 sy o ot e Seetais -

-~ L T L L T e e e T [ mamy | eee ——
As the marketers explained to Pole — and as T Mambot Bl dmw & haury of svatyDuig B 've bandl wd 4w e o g e »
Aormgrihe mhaw oo Tep b B WA VI e o b Y o —— e —t —
Ay mers Cvemy be Pude wnderl e busnvd evmg M be d b e A aew Pume basbhl
u_.b-.u..n.:...n.m:.v-u-..,--...'- mal Ty P Rt et e ‘:"""
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‘Al may generate personal data [...] created
without the permission of the individual’

https://thinkml.ai/is-artificial-intelligence-a-threat-to-privacy/
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Why is this a big concern?

Clearview AlI, The Company
Whose Database Has Amassed

"The enormous data that companies feed into 3 Billion Photos, Hacked

Al-driven algorithms are susceptible to data Q="
breaCheS aS WeH” ) Listen to article 3 minutes

China Makes Deepfakes and Fake News Illegal

China will treat fake news or video content (including deepfakes) that aren't clearly marked as such as a criminal offense.

By Adam Smith Dec.2,2019.652pm. f ¥ in ?
e deepnudeapp v ’ y Adam Smith Dec. pm

._I T
s :

@deepnudeapp
Here is the brief history, and the end of DeepNude. We created this project for user's
entertainment a few months ago. We thought we were selling a few sales every month

in a controlled manner. Honestly, the app is not that great, it only works with

particular photos. We never thouaht it would become viral and we would not be able

to control the traffic. W

- Andrew N ’
Despite the safety mea . @And\ew\‘ige
probability that people

way. Surely some copie!
be the ones who sell it. X X . S
any other means would ~ thought this was one of the most disgusting applications of

will not release othervi Al To the Al Community: You have superpowers, and what
licenses to activate the | .\, j,,;j|d matters. Please use your powers on worthy projects
People who have notye that move the world forward.

The worldisnot yet rea 1135 piy . jun 23, 2019 @

I'm glad DeepNude is dead. As a person and as a father, |

T Q 8Kk O 2K people are Tweeting about this ORIGINAL DEEPFAKE

Clearview Al, the company whose database has amassed over 3 billion photos, has suffered

‘Al may generate personal data [...] createa

Clearview AI, the company whose database has amassed over 3

W it h O Ut th e p e rm i S S i O n Of th e i n d i\/i d U a | .” billion photos, has suffered a data breach, it has emerged. The data

The Social Impact of Artificial Intelligence and Data Privacy Issues
by Shree Das, 08 September 2020

https://thinkml.ai/is-artificial-intelligence-a-threat-to-privacy/
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Why is this a big concern?

Theresa May v Brussels
I . . . The . Ten years on: banking after the crisis
Modern technologies like surveillance cameras, | BAEITIITEY s oress sesresitor
smartphones, and the internet have made our e

private data collection easier than ever’ The world's most
valuable resource

 Dataandthenewrules
of competition

https://thinkml.ai/is-artificial-intelligence-a-threat-to-privacy/
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Why is this a big concern?

"Modern technologies like surveillance cameras,
smartphones, and the internet have made our
private data collection easier than ever’

De-anonymization
attack

Adversary's
auxiliary
knowledge

Identities
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Are you entitled to use those data?

Search jobs | @ Signin O, Search International edition v
The,.
& Guardian
! GARANTE
e ‘ G P D P ‘ PER LA PROTEZIONE

DEI DATI PERSONALI = |"(Il'200}'CEll‘S

FINANCIAL TIMES

L'Autorita ~ Temi ~ Normativa e provvedimenti ~ News e comunicazione [JUS COMPANIES TECH MARKETS CLIMATE OPINION WORK & CAREERS LIFE & ARTS HOW TO SFENDIT

, Microsoft Corp | + Addto myFT
Home / Stampa e comunicazione / Comunicato stampa

| Microsoft quietly deletes largest public face
recognition data set

Royal Free breached UK data law in 1.6m
‘patient deal with Google's DeepMind

Information Commissioner’s Office rules record transfer from

Riconoscimento facciale: Sari Real London hospital to Al company failed to comply with Data

Time non é conforme alla normativa
sulla privacy

Stanford and Duke universities also remove facial recognition data

@ Ascelia | B = Stampa 'L. PDF o« Condividi

.4Ib
L1

- English version

Riconoscimento facciale: Sari Real Time non & conforme alla normativa sulla
privacy

Non & favor
sull'utilizzo

sisterna, oltri
automatizzat

sicurezza, re

indiscriminat =
| B ‘We underestimated the complexity of the NHS and of the rules around patient data’ -
DeepMind. Photograph: Alamy Stock Photo
CJa London’s Royal Free hospital failed to comply with the Data Protection Act
when it handed over personal data of 1.6 million patients to DeepMind, a
& Google subsidiary, according to the Information Commissioner’s Office.

- | L)

Facial recognition technology is demonstrated at an exhibition in Fujian province, China © Reuters
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The European approach to trustworthy Al

COMMON
TYPES OF Pl

7

 Privacy and data protection. Al systems
must guarantee privacy and data protection
throughout a system’s entire lifecycle.

BLE INFORMATION)
Differential

Privacy |

_________

* Quality and integrity of data. The quality of
the data sets used is paramount [...] it may
contain socially constructed biases,
inaccuracies, errors and mistakes.

1
DRIVER'S !
LICENSE J

i BIRTHDATE,
| ! BIRTHPLACE
i ACCOUNT E=ssmn
| NUMBERS

_____

POSTAL ADDRESS

FULL FACE | —\\

« Access to data. In any given organization
that handles individuals’ data [...] data
protocols governing [...] who can access
data and under which circumstances.

\.

! IDENTIFIERS

BIOMETRIC ﬁ :
|

Federated |
Learning fe

_______

RECORDS
INFO

https://ec.europa.eu/futurium/en/ai-alliance-consultation/quidelines/1.html#privacy
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Next on Stage ...

13:45 —15:15: Federated Learning
Alberto Archetti (alberto.archetti@polito.it)
PhD Candidate, Politecnico di Milano

=

15:30 — 17:00: Difterential Privacy

Fugenio Lomurno (eugenio.lomurno@polimi.it)
PhD Candidate, Politecnico di Milano
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