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Abstract The effectiveness of change-detection algorithms is often assessed
on real-world datasets by injecting synthetically generated changes. Typi-
cally, the magnitude of the introduced changes is not controlled, and most
of experimental practices lead to results that are difficult to reproduce and
compare with. This problem becomes particularly relevant when the data-
dimension scales, as it happens with big data.

To enable a fair comparison among change-detection algorithms, we have de-
signed “Controlling Change Magnitude” (CCM), a rigorous method to intro-
duce changes in multivariate datasets. In particular, we measure the change
magnitude as the symmetric Kullback-Leibler divergence between the pre-
and post-change distributions, and introduce changes by applying a roto-
translation directly to the data. We present an algorithm to identify the
parameters yielding the desired change magnitude, and analytically prove its
convergence. Our experiments show the effectiveness of the proposed method
and the limitations of tests run on high-dimensional datasets when changes
are injected following traditional approaches. The proposed method is im-
plemented in a MATLAB framework, which is made publicly available for
download.

1 Introduction

Change detection is an important problem in machine learning and data min-
ing. Change-detection tests [1, 2, 3, 4] and outlier/anomaly detectors [5, 6]
provide precious information for adaptation and data-analysis purposes, like
revealing unforeseen evolutions of the process generating the data or anoma-
lous events. One of the issues to be considered when using change-detection
algorithms in big data applications concerns the assessment of detection per-
formance, which requires special care when the data dimension scales. To this
purpose, we present a method to yield rigorous testbeds and enable repro-
ducible and comparable experiments on high dimensional data.
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To get stable performance measures, change-detection algorithms need
to be executed on a large number of datasets and, to study the detection
performance when data dimension scales, datasets having different number
of components are needed. Moreover, all these datasets should be affected
by changes at known locations. Unfortunately, there are not many real-world
datasets exhibiting real changes that satisfy these requirements. As such,
experiments typically involve few real-world datasets, and results have often
to be interpreted by visual inspection, as in the tests on financial time series
in [2]. While these experiments indicate whether the algorithm is successful
or not, visual inspection does not provide a sound quantitative assessment of
the performance, and is not viable when dimension increases.

In practice, experiments are often performed on either synthetically gen-
erated data or on real-world dataset that have been manipulated introducing
changes at known locations. The first option consists in choosing two different
distributions, ¢y and ¢1, to generate the pre- and post-change data, respec-
tively (see e.g. [7, 2]). In online classification problems, changes (concept drifts
[8]) can be also introduced by modifying the label assignment-criteria, rather
than the distribution of the raw data [9, 10, 11]. Generating synthetic data-
sets is often the easiest option to arbitrarily increase the number of datasets
to be tested, thus achieve the desired accuracy in the performance measures.
However, synthetic data rarely represent realistic monitoring scenarios, as
they follow quite simplistic distributions.

Manipulating real-world data is certainly more appealing, since this allows
testing change-detection algorithms in realistic monitoring conditions. How-
ever, special care should be taken when introducing changes, to make sure
that their magnitude is in a reasonable range. Controlling the change magni-
tude is important to make experiments reproducible, and to fairly compare
the results on different datasets. In particular, controlling the change mag-
nitude is necessary to study how change-detection performance vary when
data dimension scales [12]. Most of the papers in the literature resort to in-
troducing arbitrary shifts/scaling [7], swapping few components [3] of the
original dataset, or mixing different datasets [13]. Unfortunately, these prac-
tices yield changes having magnitude that depends on the data dimension
and distribution.

We here describe “Controlling Change Magnitude” (CCM), a rigorous
method to introduce changes having a controlled magnitude. The method
is flexible and allows to operate on real-world datasets having arbitrary di-
mensions. In particular, we approximate ¢g by a Gaussian mixture (GM), and
measure the change magnitude by the symmetric Kullback-Leibler (sKL) di-
vergence between ¢y and ¢;. We introduce changes by roto-transalating the
data, and the transformation parameters are estimated through an iterative
algorithm (Sections 3) to yield constant change magnitude.

This method was briefly introduced in [12], where it was used to generate
datastreams for investigating the detectability-loss, a problem that affects
change-detection algorithms monitoring the log-likelihood w.r.t. ¢9. We here
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provide a detailed description of the method and proof the convergence of al-
gorithms used for estimating the roto-translation parameters (Section 4). We
also illustrate the main functionalities of our software framework! (Section
5) that can be used to prepare datastreams for change-detection purposes
from datsets of popular machine learning repositories like the UCI one [14].
Finally (Section 6), we demonstrate the effectiveness of the proposed method,
while changes introduces by other methods using can yield to considerably
different magnitude where data dimension scales, as in big data scenario.

2 Problem Formulation

We consider a dataset S of stationary data, i.e. containing independent and
identically distributed (i.i.d.) random vectors s € R%. We assume that S is
generated by a probability density function (pdf) ¢ that is possibly unknown.
We want to generate a datastream X = {x(¢), t = 1, ... } affected by a change
at time ¢t =7 as

x(t) ~ {% PST | Where ¢1(x) = do(@x+ V), (1)
o1 t=>T
where v € R? and Q € R¥? is an orthogonal matrix, i.e. Q'Q = QQ’' = I.
This change model allows us to assemble X by simply selecting x(¢) from S
when t < 7, and roto-translating the remaining s € .S after the change point,
ie. x(t) = Q' (s—v) for t > 7. This is a quite a general model which includes
changes in the mean as well in the correlation among the data components.
Our goal is to define ) and v such that the change in (1) features a specific
magnitude, which we measure by the symmetric Kullback-Leibler divergence
(also known as Jeffrey divergence) between ¢ and ¢

SKL(¢0) ¢1) = KL(¢Oa (bl) + KL(¢1’ ¢0)

= 0 Po(x) x)dx 0 o1(x) x)dx @)
*/Rdl xS0 (0 +/Rd1 § S .

In practice, given ¢ and the desired magnitude &, we have to estimate v € R?
and Q € R such that

sKL (¢07 ¢1) =sKL (¢Oa ¢O(Q : +V)) =K. (3)

The symmetric Kullbach-Leibler divergence is quite a natural choice in the
change-detection scenario, as discussed in [12]. We observe that (2) is well
posed if only if the supports of ¢y and ¢, coincide. For this reason we here
assume that ¢ is strictly positive on R?, and so ¢;.

1 publicly available for download at: diegopage
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1. Input: $07 target value k of sKL(go, 1)
2. Output: Roto-translation parameters (9, P, p(o)7 u
3. Set p(® =1.
4. repeat
5. Randomly generate m angles () in [—m/2,7/2]™ and a unitary vector u.
6. Generate a matrix A € R4%? with Gaussian entries.
7. Set P as the orthogonal matrix of the QR decomposition of A.
8. Set QO (), Py = PS(O)P" and v(p(®,u) = pOu.
9. Compute s(0) = sKL(¢~>07 ¢1), where ¢1 = ¢70(Q<0> . +v(0))
10. p(0) = 2,(0),
11. until s(© > K;

Algorithm 1: Definition of initialization parameters.

3 Method Description

In this section we describe the algorithms to iteratively compute the rotation
matrix @ and the translation vector v yielding sKL(¢g, ¢1) ~ k. To com-
pute sKL(¢g, ¢1) in (2) both ¢ and ¢; are necessary; however, since ¢q is
typically unknown, we replace it with a GM estimate 50, which is computed
on the whole dataset S. We also adopt a suitable parametrization for ¢ and
v, that are randomly initialized as in Algorithm 1. These parameters are
then adjusted using a bisection method, described in Algorithm 2, to achieve
sKL(¢o, ¢1) that is close to the target value k up to a tolerance e.

Fitting Pre-Change Distribution: To define ¢ satisfying (3) we need
to know ¢g, which is typically unknown. Therefore, we compute its estimate
¢o by fitting a GM on the whole dataset of stationary data S. We adopt
GM since these are flexible models that can well approximate skewed and
multimodal distributions even in high dimensions [3].

The pdf (Eo of a GM is a convex combination of £ Gaussian functions

k

~ A i x— )T 2 (ks
Po(x) :Z (27r)d/2det(2i)1/2e S (4)

i=1

where Ele Ai=1land \; > 0,7 € 1,...,k are the weights of each Gaus-
sian having mean p; and covariance X;. We estimate the weights A\; and
the parameters of the Gaussians using an Expectation-Maximization (EM)
algorithm [15], and select the best value of k via K-fold cross validation.

Parametrization: To ease calculations, we express () with respect to its
angles of rotation. We stack m := |d/2]| angles 04, ...,0,, in a vector 8, and
define the matrix S(0) € R¥*? as
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1. Input: 6@ P p(© u from Algorithm 1, 50, x and tolerance e
2. Output: @ and v defining the roto-translation yielding desired change magnitude

3. Set the lower bounds parameters 01(1) =0, pl(l) =0.
4. Set the upper bounds parameters 0781) =000, pgl) = p(0),

5. Set j = 1.
6. repeat
7. Compute 8 = (9l(j) + 07(}))/27 and QW) (81, P) as in (6).
8. Compute p() = (pgj) + pgj))/27 and v (p() ) as in (7).
9. Compute s) = sKL($0,¢gj)), where ¢<1j)(') = gO(Q(j) : +V(j>).
10. if s() < k then
11. ‘ 91(j+1> =90, pl(j+1) =p.
12. else
13. ‘ egj+1) — 90, pgj‘*‘l) _ p(j).
14. end
15. ji=7+1

16. until ’s(j) — n| <&
17. Set Q = QW v = v,
Algorithm 2: Computation of the roto-translation yielding sKL =~ «.

R(61) -~ 0 0
o : : \ _ |cost; —sinb;

S(a) o 0 R(am) 0 ’ R(el) o Lin@i COS 91 :| ’ (5)
0 0 1

where R(6;) € R?*? defines a counterclockwise rotation of angle 6; around
the origin in R2. Note that, when d is even, the last column and the last row of
S(6) are dropped. The matrix S(0) defines a rotation in R? whose planes of
rotation are generated by the coordinate axes: rotation matrices @ referring
to different coordinate axes can be obtained by multiplying S(0) against an
orthogonal matrix P € R%*?¢_ Thus, the rotation matrix is parametrized as

Q(6,P) = PS(O)P'. (6)
The translation vector v is parameterized by its norm and direction:
vipw)=pu,  where [[ull, =1, p = |Iv],. (7)

Initialization: Algorithm 1 is meant to define Q) and v(? satisfying
sKL(¢o, 9o(Q® - +v(0)) > k. We initially set p(® = 1 (line 2) and ran-
domly generate a vector u having unitary norm (line 4), as in [16]. Moreover,
we randomly define the angles of rotation 8() in [—7/2,7/2]™ (line 4) and
randomly select an orthogonal matrix P (lines 5-6). We then compute the
rotation matrix Q(*)(6(*), P) and translation vector v(?)(p(®) u) as in (6) and
(7), respectively (line 7). If the corresponding sKL (¢, ¢1) is larger than x,
the algorithm terminates and we use Q(® and v(?) to initialize Algorithm 2.
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Otherwise, we double p(®) and repeat this procedure until the condition is
satisfied. Convergence of Algorithm 1 is proved in Section 4.

Iterations: Algorithm 2 implements a bisection method to compute 6 and
p yielding the desired sKL value. The algorithm is initialized from (%), P,
p9 . and u provided by Algorithm 1, and iteratively adjusts 6 and p, while P
and u are preserved. We use the subscripts [ and v to denote the parameters
yielding sKL(¢o, ¢1) values that are smaller and larger than s, respectively.

Initially, 8, and p; are set to 0 (line 2), while 8, = 8 and p, = p©,
(line 3). As in any bisection method, we set 8U) to the average of 01(3) and
6 (line 6), and p¥) to the average of pl(j) and pq(f) (line 7). Then, if the
corresponding value of sKL, namely s() (line 8), is smaller than the target
value k, we update 0; and p; (line 10), otherwise we update 8,, and p,, (line
12). These steps are iterated until the sKL achieves the target value k up
to the desired tolerance €. Convergence of Algorithm 2 is demonstrated in
Section 4.

4 Proofs of Convergence

To proof the convergence of the proposed method we demonstrate first that
Algorithm 1 terminates after a finite number of iterations (Theorem 1), and
then that Algorithm 2 actually converges (Theorem 2).

Theorem 1. Let %0 be a Gaussian mizture. Then, for any k > 0, Algorithm
1 converges in a finite number of iterations.

Proof. Tt is enough to show that sKL(¢, ¢o(Q® - +v)) — oo as [|v]|, = oo,
or that it admits a lower bound that diverges as ||v||, — co. The lower bound
follows from the definition of sKL and the Jensen’s inequality:

_— ~O(X) ) dx
$0(QVx +v) (8)
> [ Gu0tou(Gn)ds —tog ([ )@ +v)ax)

sKL(¢o, 90(Q® - +v)) > /Rd o (x) log (

We now define f(v) := [pa $0(x)d0(Q@x + v)dx, which we observe is a con-
tinuous function (see Lemma 16.1 of [17]). We prove the theorem by demon-
strating that f(v) € L'(R?), as this implies that f(v) — 0 when |v|, — oo,
thus that the lower bound in (8) diverges:

[sotav=[ seiav=[ [ Gu)@Ox -+ viaxiy =
: ; o (9)
= | Po(x) [/Rd $0(QOx + v)dv] dx = 1.
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Theorem 2. Let (50 be a Gaussian mizture. Then, for any k > 0, Algorithm
2 converges in a finite number of iterations.

Proof. The thesis follows from the Intermediate Value Theorem [18] applied
to the function used in the bisection procedure, i.e.

SKL(s) := sKL(¢o, do(Q(O(s), P) - +v(s))), (10)

where 0(s) = (1 — s)Bl(l) + 565 and p(s) = (1 = s)p ™ 4 spg) are convex
combinations of the initialization parameters (Algorlthm 2, lines 2-3). We
observe that sKL(0) <  (since sKL(0) = 0) and sKL(1) > &, thus it is
enough to show that sK L(-) is continuous in [0, 1] to prove that there exist
a value of § such that sKKL(S) = k, thus that 8(5) and p(3) yield sK'L equal
to k, thus, that bisection method converges (see [19], Theorem 2.1).

To show that sKL(-) in (10) is continuous, we show that K L(-) is contin-
uous which we write as K L(s fRd g(s x)dx being

~ o (%)
§,X) 1= lo , 11
9(6,%) := folx) g(%(@( <>P>x+v<p<s>,u>>> )

It is clear that g is continuous in [0,1] x R%, thus g(-,x) is continuous in
[0,1]: to show that K'L(-) is also continuous, we leverage Lemma 2.1 in [17]
and prove that |g(s,x)| admits a dominant integrable function that does not
depend on s. To this purpose, we exploit the following upperbound 2

log(bo(x)| < ex + eaIx[F,  Vx st [xll, > (12)
that holds for some constants ¢y, ca,r > 0. Then, for a sufficiently large r
1905, %)] = d0(x) (log(do(x)) ~ 1og(d0(Q(B(s), P)x + v(p(s), w))

< do(x)(c1 + e [[X[3)(c1 + ¢2 [ Q(O(s), P)x + v(p(s), w)|3) -

The exponential decay of GM implies that

(13)

do(x)(e1 + ez %) (e1 + ez [ Q(s0, P)x + v(sp” H

for some ¢ > 0. Thus, the function that dominates |g(-,x)| for |x|, > 7 is

c\/ do(x) which obviously belongs? to L*(R?) . O

2 This bound is trivial for Gaussian pdfs and follows from basic algebra in case of GM.

3 There is no need to find a dominant function for ||x||, < 7 since there g(-,x) is bounded.
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5 The Framework

We implement the proposed method in a MATLAB framework which is
publicly available for download at http://home.deib.polimi.it/carrerad.
The main function of the framework is generateDatastreams, which manip-
ulates a dataset S containing i.i.d. data and generates multiple datastreams
affected by a change as in (1). At first, this function performs a random shuf-
fling of the dataset to obtain different datastreams everytime the function
is invoked, then it estimates the pdf ¢y over the whole S and generates a
change of controlled magnitude x at time 7 by performing a roto-translation
of the data (Section 2).

The pdf %0 is implemented as the object gmDistr, which includes fit and
symmetricKullbackLeibler among its methods. The method fit estimates
50 over the dataset S and is based on the MATLAB implementation of the
EM algorithm [15]. The method symmetricKullbackLeibler takes as input
the ¢; and estimates SKL($0,¢1) via a Monte Carlo simulation which in-
volves the computation of the log-likelihood with respect to 50 and ¢; on
synthetically generated samples. To prevent severe numerical raising when
computing the log-likelihood of a GM via (4) (in particular when d > 1), we
adopt the following upper-bound that approximates 50 (x) as in [12]

o(x) < 7“2 (log ((2m)%det(Zi-)) + (x — pp ) Tt (x — m*)) (14)

where ¢* = z:i%mazi (Mwefé(x*“i)lel(xf’“)). The rotation ma-
trix @ and the translation vector v are computed by computeRotoTranslation,
which implements both Algorithms 1 and 2, as in Section 3.

6 Experiments

Experiments are meant to demonstrate the effectiveness of CCM and the
importance of controlling the change magnitude, showing the limitations of
methods typically used in the literature which do no allow such a control.

In our experiments we use the MiniBooNE Particle Dataset from the UCI
repository [14], which contains measurements from a physical experiment de-
signed to distinguish electron neutrinos from muon neutrinos. We consider
only the data from the muon class, obtaining a dataset of dimension 50 with
93108 samples. We fit a mixture ¢g of K = 2 Gaussians, where K is se-
lected by 5-fold cross-validation. To avoid numerical issues, we preprocess
the dataset by standardizing each component (i.e. subtracting the sample
sample mean and dividing by the sample standard deviation). We generate
1000 datasets for each value of d = 1,...,50, by randomly choosing d com-
ponents out of the 50 available.
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Fig. 1 (a) Values of sKL($0,¢1) obtained using CCM, Swap and Offset methods to in-
troduce changes when varying d. Solid, dashed and dash-dotted lines represent the median
values, while the dotted lines represent the first and the third quartiles. (b) The estimated
powers of t-tests on the log-likelihood values.

We consider three methods to synthetically introduce changes:
CCM: which was configured to yield constant sKL(¢g, ¢1) = 1Vd.

Offset: an offset v = 1 is added to each component of the data (after

preprocessing v equals the standard deviation of each component). With
respect to (1) this change model has Q = Iy and v = v1,.
Swap: two components, randomly chosen, are swapped. With respect to (1)

this change model has @ equal to the corresponding permutation matrix and
v =0.

To measure the magnitude of the introduced changes, we compute SKL(%@, 1)
by fitting 50 (K = 2) on each d-dimensional dataset and setting ¢, as in
(1) using the parameters defined by the change model. Figure 1(a) shows
the distribution of sKL(go, ¢1) when varying d. While CCMclearly preserves
sKL = 1, the Offset and Swap methods do not, and sKL increases with d.
Moreover, the dispersion of sKL also increases, indicating that arbitrarily in-
troducing changes using Offset and Swap methods can lead to considerably
different magnitudes when d increases.

Controlling the change-magnitude is important as this determines the
change-detection performance, to a large extent. As an example, we perform
t-test on the mean value of the log-likelihood computed over two windows
Wp and Wg containing 200 pre- and post-change samples, respectively. The
log-likelihood is computed with respect to a GM estimated on a training set
of pre-change data having 200d samples. Figure 1(b) reports the estimated
power of the t-test when changes are introduced by the different methods and
for different values of d. While changes introduced by CCMreport a decreas-
ing power, coherently with the detectability-loss studies [12], the power in
case of changes introduced by Swap and Offset increases with d, preventing
to study how d influences the change-detection performance.
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7 Conclusions

We have presented CCM, a rigorous method to control the change magnitude
in multivariate datasets. The algorithms at the core of CCMare sound and a
proof of their convergence is given. Our tests remark the importance of using
CCMto control the change magnitude, rather than more heuristic experimen-
tal practices, as this enables to fairly assess the detection performance and
investigate the change-detection challenges raising in high dimensional data.
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