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16 April 2018

Normal (no leak)

Leak in the network





Spam Classification

Ž ė



•

•

•

•

•

•

•

•









𝒫𝑁
𝒫𝐴 ≠ 𝒫𝑁



𝒙 𝑡 , 𝑡 = 𝑡0, … , 𝒙 𝑡 ∈ ℝ𝑑

𝑥(𝑡) 𝜙𝑜

𝒙 𝑡 ∼ ൜
𝜙0 normal data
𝜙1 anomalies

,

𝑡

𝒙
(𝑡
)

……

𝜙1𝜙0 𝜙0



𝒙 𝑡 , 𝑡 = 𝑡0, … , 𝒙 𝑡 ∈ ℝ𝑑

𝑥(𝑡) 𝜙𝑜

𝒙 𝑡 ∼ ൜
𝜙0 normal data
𝜙1 anomalies

,

𝑡

𝒙
(𝑡
)

……

𝜙1𝜙0 𝜙0





𝜙0



𝜙0



𝜙0



𝒫𝑁

𝒫𝐴 ≠ 𝒫𝑁



𝒙 𝑡 , 𝑡 = 1,… , 𝒙 𝑡 ∈ ℝ𝑑

𝜏

𝒙 𝑡 ∼ ൜
𝜙0 𝑡 < 𝜏 in control state
𝜙1 𝑡 ≥ 𝜏 out of control state

,

{𝒙 𝑡 , 𝑡 < 𝜏} 𝜙0 ≠ 𝜙1

𝜙𝑜 → 𝜙1

𝑡

𝒙
(𝑡
)

……

𝜙1𝜙0

𝜏



𝒙 𝑡 , 𝑡 = 1,… , 𝒙 𝑡 ∈ ℝ𝑑

𝜏

𝒙 𝑡 ∼ ൜
𝜙0 𝑡 < 𝜏 in control state
𝜙1 𝑡 ≥ 𝜏 out of control state

,

{𝒙 𝑡 , 𝑡 < 𝜏} 𝜙0 ≠ 𝜙1

𝜙𝑜 → 𝜙1

𝑡

𝒙
(𝑡
)

……

𝜙1𝜙0

𝜏



𝜙𝑜 → 𝜙1 → 𝜙2 → 𝜙3 → 𝜙4

𝜙𝑜 𝜙1 𝜙2 𝜙3 𝜙4



𝑡

𝒙
(𝑡
)

……

𝜙1𝜙0 𝜙0



𝑡

𝒙
(𝑡
)

……

𝜙1𝜙0









𝑡

𝒙
(𝑡
)

……



𝑡

𝒙
(𝑡
)

……

𝑡

𝑆
(𝒙
)

…

𝛾



𝑡

𝒙
(𝑡
)

……

𝑡

𝑆
(𝒙
)

…

𝛾

𝑆 𝒙 > 𝛾







𝑇𝑃𝑅 =
# anomalies detected

# anomalie𝑠

𝐹𝑃𝑅 =
# normal samples detected

# normal samples

𝐹𝑁𝑅 = 1 − 𝑇𝑃𝑅

𝑇𝑁𝑅 = 1 − 𝐹𝑃𝑅
# anomalies detected

# detections

𝑇𝑃𝑅



𝑻𝑷𝑹 𝑭𝑷𝑹



𝛾

𝑡

𝑆
(𝒙
)

…

𝛾

𝑆 𝒙 > 𝛾



𝛾

𝑡

𝑆
(𝒙
)

…

𝛾

𝑆 𝒙 > 𝛾



𝑻𝑷𝑹 𝑭𝑷𝑹

𝑇𝑃𝑅, 𝐹𝑃𝑅

𝑇𝑃𝑅 𝐹𝑃𝑅

# anomalies detected + # normal samples not detected

# samples

2# anomalies detected

# detections + # anomalies



• 𝐹𝑃𝑅 = 0%,

• 𝑇𝑃𝑅 = 100%

(𝐹𝑃𝑅, 𝑇𝑃𝑅)



𝑇

𝐴𝑅𝐿0 = E
𝑥
𝑇 | 𝜙0

𝐴𝑅𝐿1 = E
𝑥
𝑇 | 𝜙1

𝐴𝑅𝐿0 𝐴𝑅𝐿1

𝐴𝑅𝐿0



𝐴𝑅𝐿0
𝐴𝑅𝐿1

𝜏

𝐷𝐷 = E
𝑥
𝑇 − 𝜏 | 𝑇 ≥ 𝜏, 𝜙1

• 𝐹𝑃𝑅 =
# normal sequences where a changewas detected

# normal sequences

• 𝐹𝑁𝑅 =
# sequences where changewas not detected

# changed sequences



𝐹𝑁𝑅 = 0%



𝜙0 𝜙1



𝜙𝜃

𝐻0: 𝜃 = 𝜃0 𝐻1: 𝜃 = 𝜃1

Λ 𝑥 =
𝜙1(𝑥)

𝜙0(𝑥)

Λ 𝑥 > 𝛾 𝛾



Λ(𝒙)

𝑡

𝒙
(𝑡
)

……

𝜙1𝜙0 𝜙0

𝑡

𝛬
(𝒙
)

…

𝛾



log Λ 𝑥 = log
𝜙1(𝑥)

𝜙0(𝑥)
= ቊ

< 0 when 𝜙0 𝑥 > 𝜙1(𝑥)
> 0 otherwise

𝑆 𝑡 = max 0, 𝑆 t − 1 + log Λ 𝑥(𝑡)

𝑆(𝑡) > γ



Λ(𝒙)

𝑡

𝒙
(𝑡
)

……

𝜙1𝜙0

𝑡

𝑆
𝑡

+

…

𝛾



𝐴𝑅𝐿0

𝐴𝑅𝐿0



𝜙0 𝜙1



𝑇𝑅

𝑇𝑅

𝑇𝑅.

𝑇𝑅



𝑇𝑅

𝑇𝑅

𝑇𝑅.

𝑇𝑅



+ −

𝑇𝑅 = 𝒙(𝑡), 𝑦(𝑡) , 𝑡 < 𝑡0, 𝒙 ∈ ℝ𝑑 , 𝑦 ∈ {+,−}

𝒦 𝑇𝑅

𝒦(𝒙)
𝑝𝒦 − 𝒙 𝑘 −







Terminal

Purchase

Transaction

Blocking

Rules

TX 

request
TX auth.

Scoring 

Rules

Classifier

Investigators

Alerts

Feedbacks 

(𝒙, 𝑦)

𝑃(+|𝒙)

𝒙

TX auth.

𝒙

Alerts
score





Terminal

Purchase

Transaction

Blocking

Rules

TX 

request
TX auth.

Scoring 

Rules

Classifier

Investigators

Alerts

Feedbacks 

(𝒙, 𝑦)

𝑃(+|𝒙)

𝒙

TX auth.

𝒙

Alerts
score





Terminal

Purchase

Transaction

Blocking

Rules

TX 

request

Scoring 

Rules

Classifier

Investigators

Alerts

Feedbacks 

(𝒙, 𝑦)

𝑃(+|𝒙)

TX auth.

Alerts
score



𝒙

𝒙



Terminal

Purchase

Transaction

Blocking

Rules

TX 

request
TX auth.

Scoring 

Rules

Classifier

Investigators

Alerts

Feedbacks 

(𝒙, 𝑦)

𝑃(+|𝒙)

𝒙

TX auth.

𝒙

Alerts
score



𝒙

𝒙



+ 3𝜎



Terminal

Purchase

Transaction

Blocking

Rules

TX 

request
TX auth.

Scoring 

Rules

Classifier

Investigators

Alerts

Feedbacks 

(𝒙, 𝑦)

𝑃(+|𝒙)

𝒙

TX auth.

𝒙

Alerts
score







Terminal

Purchase

Transaction

Blocking

Rules

TX 

request
TX auth.

Scoring 

Rules

Classifier

Investigators

Alerts

Feedbacks 

(𝒙, 𝑦)

𝑃(+|𝒙)

𝒙

TX auth.

𝒙

Alerts
score



𝒦

𝑇𝑅 = { 𝒙, 𝑦 𝑖 , 𝑖 = 1,… ,𝑁}

𝑦 = +,− {«𝑓𝑟𝑎𝑢𝑑», «𝑔𝑒𝑛𝑢𝑖𝑛𝑒»}

𝒦 + 𝑜𝑟 −
𝒙

𝒦 +

𝒦𝒙 𝒦 𝒙 ∈ {+,−}



𝑝𝒦(+|𝒙)
𝒙 𝒦

𝑝𝒦 + 𝒙 ≈ 1

𝒦𝒙 𝑝𝒦(+|𝒙)



Terminal

Purchase

Transaction

Blocking

Rules

TX 

request
TX auth.

Scoring 

Rules

Classifier

Alerts
𝑃(+|𝒙)

𝒙

TX auth.

𝒙

Alerts
score



Terminal

Purchase

Transaction

Blocking

Rules

TX 

request
TX auth.

Scoring 

Rules

Classifier

Investigators

Alerts
𝑃(+|𝒙)

𝒙

TX auth.

𝒙

Alerts
score



𝒦



Terminal

Purchase

Transaction

Blocking

Rules

TX 

request
TX auth.

Scoring 

Rules

Classifier

Investigators

Alerts

Feedbacks 

(𝒙, 𝑦)

𝑃(+|𝒙)

𝒙

TX auth.

𝒙

Alerts
score





𝒦

ℱ

𝒟

𝑝𝒦 − 𝒙 = 𝛼 𝑝ℱ − 𝒙 + (1 − 𝛼)𝑝𝒟 − 𝒙



𝑇𝑅

𝑇𝑅

𝑇𝑅.

𝑇𝑅



𝑇𝑅

𝑇𝑅 = 𝑥 𝑡 , 𝑡 < 𝑡0, 𝑥 ∼ 𝜙0

𝑇𝑅



𝜙0

𝑇𝑅 = 𝑥 𝑡 , 𝑡 < 𝑡0, 𝑥 ∼ 𝜙0

𝜙0 𝒙 < 𝜂



• 𝜙0 𝒙

𝑇𝑅

𝑑



𝜙0

𝜙0 𝑇𝑅

ℒ 𝒙 𝑡 = log( 𝜙0(𝒙(𝑡)))

ℒ 𝒙 𝑡 , 𝑡 = 1,…

𝑡

𝒙
(𝑡
)

ℒ
𝒙
𝑡

………



𝜙0

𝜙0 𝑇𝑅

ℒ 𝒙 𝑡 = log( 𝜙0(𝒙(𝑡)))

ℒ 𝒙 𝑡 , 𝑡 = 1,…





𝑓

𝑓
𝐹

𝜓(𝒙) 𝒙 𝑓

𝑓 𝒙 = sign(< 𝑤,𝜓 𝒙 > −𝜌)

𝑤 𝜌 > 0



𝜓(𝒙) 𝒙 ∈ 𝑇𝑅



𝑇𝑅

𝑇𝑅

𝑇𝑅.

𝑇𝑅



𝑇𝑅

𝑇𝑅 = 𝑥 𝑡 , 𝑡 < 𝑡0

𝑇𝑅



𝒌 −



𝒌 −



𝒌 −



𝜙0 𝜙1



•

•

•

•

•



𝜙0 𝜙1 𝜃0 𝜃1
𝜙0 → 𝜙1 𝜃0 → 𝜃1

𝜃1



𝜏



𝑡

𝒯

before after

𝑡



𝑡

𝒯

before after

𝑡



𝑡

𝒯

before after

𝑡



𝑡

𝒯

before after

𝑡



before after

𝑡

𝑡

𝒯𝑡



ℎ1000,𝛼
𝒯max,1000 𝛼

𝐴𝑅𝐿0

𝒯max,1000

ℎ1000,𝛼



•

•

•

•

•



𝝓𝟎 𝝓𝟏 𝜙0 → 𝜙1

𝜙0 𝜙1



•

•

•

•

•



𝑇𝑅

𝜙0 𝑇𝑅

𝑡

𝒙
(𝑡
)

…

𝑇𝑅

𝜙0



ℎ0 𝒳 ⊂ ℝ𝑑

ℎ0 𝒳 = 𝑆𝑘 , 𝑝𝑘
0

𝑘=1,…,𝐾

𝑆𝑘 𝑘 𝒳 𝑆𝑘 ⊂ 𝒳

ራ

𝑘

𝑆𝑘 = 𝒳 and 𝑆𝑗 ∩ 𝑆𝑖 = 𝛿𝑖,𝑗

𝑝𝑘
0 ∈ [0,1] 𝑋

𝜙0 𝑆𝑘

𝑝𝑘
0 =

𝑚𝑘

𝑁

𝑁 = #𝑋

𝑆𝑘 𝑘



supp(𝑋) 𝑞

𝑞𝑑 𝑆𝑘

𝑞 = 1/3

1

3
range(X1)

1 3
ra
n
ge
(X

2
)

supp 𝑋

𝑆𝐾 = ത𝑋, 𝑝𝐾
0 = 0

𝐾 = 𝑞𝑑 + 1



𝑆𝑘 𝑘

𝑝𝑘
0 ≈

1

𝐾
, 𝑘 = 1, . . , 𝐾

𝑞𝑑

ത𝑋

𝑞 = 1/3

𝑁

9



•

•

𝑑
𝑞𝑑



𝜙0

𝜙0 𝑇𝑅

ℒ 𝒙 𝑡 = log( 𝜙0(𝒙(𝑡)))

ℒ 𝒙 𝑡 , 𝑡 = 1,…

𝑡

𝒙
(𝑡
)

…

ℒ
𝒙
𝑡

…



𝜙0
𝑊

𝜙1 = 𝑆𝑘 , 𝑝𝑘
1

𝑘=1,…,𝐾
𝑊

𝜙0 𝜙1 𝑑

𝑑 𝜙0, 𝜙1

𝑡

𝒙
(𝑡
)

…

𝑇𝑅

𝜙0 𝜙1

𝑊

𝑑( 𝜙0, 𝜙1)



𝑑



𝑊 {𝑆𝑘}

𝑝𝑘
𝑊 =

#{𝒙𝑖 ∈ 𝑆𝑘 ∩𝑊}

𝜈

ℎ0 ℎ𝑊

𝑑𝑇𝑉 ℎ0, ℎ𝑊 =
1

2


𝑘

|𝑝𝑘
0 − 𝑝𝑘

𝑊| (total variation)

𝑑𝑃𝑆 ℎ0, ℎ𝑊 = 𝜈

𝑘

|𝑝𝑘
0 − 𝑝𝑘

𝑊|

𝑝𝑘
0 (Pearson)

𝑑𝑇𝑉
𝑑𝑃 𝜒



𝑑 𝜙0, 𝜙1

𝜙0 𝜙1



•

•

•

•

•



𝑇𝑅

𝜙0 → 𝜙1 𝜙0

𝑡

𝒙
(𝑡
)

…

𝑇𝑅



𝐴𝑅𝐿0



•

•

•

•

•











𝑛

𝒪 1 ,

𝒙
(𝑡
)

… …𝑑

𝑛



𝑑

𝜙0

𝒙
(𝑡
)

… …

𝑛

𝑑





𝑑

𝑡

𝒙
(𝑡
)

……

𝜙1𝜙0

𝜏

𝑑



𝑡

𝒙
(𝑡
)

……

𝜏

𝜙1𝜙0

𝑑

𝑑



𝑡

𝒙
(𝑡
)

……

𝜏

𝜙1𝜙0

𝑑

𝑑



𝑑

𝜙0 𝜙1



𝑑

𝜙0 𝜙1





𝜙0 𝑇𝑅

ℒ 𝒙 𝑡 = log( 𝜙0(𝒙(𝑡)))

ℒ 𝒙 𝑡 , 𝑡 = 1,…

𝑡

𝒙
(𝑡
)

…

ℒ
𝒙
𝑡

…





SNR 𝜙0 → 𝜙1 =

E
𝒙∼𝜙0

ℒ(𝒙) − E
𝒙∼𝜙1

ℒ(𝒙)
2

var
𝒙∼𝜙0

ℒ(𝒙) + var
𝒙∼𝜙1

ℒ(𝒙)

𝜙0 → 𝜙1
E ℒ(𝒙)





𝜙0 → 𝜙1

sKL 𝜙0, 𝜙1 = KL 𝜙0, 𝜙1 + KL 𝜙1, 𝜙0 =

= න log
𝜙0 𝒙

𝜙1 𝒙
𝜙0 𝒙 𝑑𝒙 + න log

𝜙1 𝒙

𝜙0 𝒙
𝜙1 𝒙 𝑑𝒙

sKL 𝜙0, 𝜙1
𝜙0 → 𝜙1 sKL 𝜙0, 𝜙1

𝜙0 → 𝜙1 𝜙1 → 𝜙0



𝑑

𝜙0 𝜙1

SNR 𝜙0 → 𝜙1

𝑑

sKL 𝜙0, 𝜙1





𝜙0 = 𝒩(𝜇0, Σ0) 𝜙1 𝒙 = 𝜙0(𝑄𝒙 + 𝒗)
𝑄 ∈ ℝ𝑑×𝑑 𝒗 ∈ ℝ𝑑

SNR 𝜙0 → 𝜙1 <
𝐶

𝑑

𝐶 sKL 𝜙0, 𝜙1



𝜙0 = 𝒩(𝜇0, Σ0) 𝜙1 𝒙 = 𝜙0(𝑄𝒙 + 𝒗)
𝑄 ∈ ℝ𝑑×𝑑 𝒗 ∈ ℝ𝑑

SNR 𝜙0 → 𝜙1 <
𝐶

𝑑

𝐶 sKL 𝜙0, 𝜙1

sKL 𝜙0, 𝜙1
𝑑

𝜙0

𝜙0



𝜙0 = 𝒩(𝜇0, Σ0) 𝜙1 𝒙 = 𝜙0(𝑄𝒙 + 𝒗)
𝑄 ∈ ℝ𝑑×𝑑 𝒗 ∈ ℝ𝑑

SNR 𝜙0 → 𝜙1 <
𝐶

𝑑

𝐶 sKL 𝜙0, 𝜙1



𝜙1 𝒙 = 𝜙0(𝑄𝒙 + 𝒗)

𝜙0 +𝒗

𝜙0

𝜙1



𝜙1 𝒙 = 𝜙0(𝑄𝒙 + 𝒗)

𝜙0 +𝒗

𝒙 𝑄𝒙

𝜙0

𝜙1



𝜙1 𝒙 = 𝜙0(𝑄𝒙 + 𝒗)

𝜙0 +𝒗

𝒙 𝑄𝒙

𝜙0
| 𝒙 |

𝜙0

𝜙1



𝜙0 = 𝒩(𝜇0, Σ0) 𝜙1 𝒙 = 𝜙0(𝑄𝒙 + 𝒗)
𝑄 ∈ ℝ𝑑×𝑑 𝒗 ∈ ℝ𝑑

SNR 𝜙0 → 𝜙1 <
𝐶

𝑑

𝐶 sKL 𝜙0, 𝜙1



𝜙0 = 𝒩(𝜇0, Σ0)

ℒ ⋅





𝑑

𝜙0
𝜙0 → 𝜙1

𝜙1 𝒙 = 𝜙0 𝑄𝒙 + 𝒗 and sKL 𝜙0, 𝜙1 = 1

𝑉0 𝑉1

𝑡𝑡

𝒙
(𝑡
)

𝑉1𝑉0



ℒ 𝜙0(𝒙) 𝑉0 𝑉1, 𝑊0 𝑊1

𝒯(𝑊0,𝑊1)

𝒯 𝑊0,𝑊1 ≶ ℎ

ℎ

𝑡

ℒ
𝒙
𝑡

𝑊1𝑊0

𝑡

ℒ
𝒙
𝑡



Gaussians

• 𝜙1

log(𝜙0(⋅))

log(𝜙0(⋅))

𝑑

Lepage log(𝜙0(⋅))

Lepage log( 𝜙0(⋅))

t-test  log(𝜙0(⋅))

t-test  log( 𝜙0(⋅))



Particle Wine



Particle Wine

• 𝜙1

sKL 𝜙0, 𝜙1 ≈ 1

• 𝜙0 𝑘

ℒ(⋅)

https://home.deib.polimi.it/carrerad/projects.html


https://home.deib.polimi.it/carrerad/projects.html


𝑑

https://home.deib.polimi.it/carrerad/projects.html

